Case Study < imiaNET

Unified Threat Management Kieping Apricn s

“Critical government agency trust SimbaNET
to secure their ICT perimeter




About Client

A government information body with over 3000 employees stationed across the
Kenyan counties. Their primary mode of communication is via email messaging
that requires encryption and security.

The key functions of the company include collection of information and statistics
for security analysis.

Requirements

e Security for all outbound and inbound email communication including SPAM
protection, phishing protection, email encryption

* Network level security to provide security from network breaches including
APS, IPS, DDoS, Brute force attacks

Solution

* A security solution that shall provide protection from both application &
network vulnerabilities. The platform to be deployed on premise and cannot
be provided via cloud platform due to the sensitivity of the data

* The solution deployed is a Cyberoam CR35iNG with licensing that includes
SPAM protection, DDoS protection, IPS prevention, Anti-Virus and Web
Application Firewall
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*  Network capacity utilisation control
* Identification of the most common
cyber threats thus helping in planning of
the future security implementations
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